
a. Determine if Match/Cleanse/Load by NHS Data Team is required based on number of ESR users (e.g. use of manual load where there are only a small   
    number), and skills / capacity to key in UUIDs into ESR
b. All ESR users should be covered by this (except for elearning remote access)
c. Trust to have previously given permissions for extract (S1.1). BT provide weekly extract based on list of NACS codes
    supplied by NHS ESR data team for organisations who given permission to extract data.
d. This will be part of standard procedure and role of the RA team - usually there is an adequate stock of both cards and readers. 
e. These are standard RA procedures documented by NHS CFH and used in day to day operation by RA agents in NHS organisations
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Identify ESR Users 
(using NHS Active 

Responsibilities 
report)

Start

Add new or 
update existing 
entry on SUD –

generate UUID & 
SMARTCARD

Do they have
 a Smartcard 

/ e-Gif 3?

Perform e-Gif 
Level 3 identity 
checks as per 
standard RA 
procedure

Footnotes

Assign R8008 
role to the user 
if they do not 

have any other

Extract ESR data 
(note this is 

complete VPD 
extract)

Extract of SUD (provided 
weekly by BT)

Perform data match 
using NI, Surname, 
First name between 

ESR & SUD data 
extracts

Produce error reports
(cut down version for 
just ESR users & to 

highlight those not at e-
GIF 3)

Deliver 
reports to 

NHS Org HR/
RA

No

Correction of 
mismatches on 

ESR and SUD by 
Systems Admin 
and RA Agent

IT

Request new card 
readers / 

Smartcards if 
required from 

CFH

Check with IT that 
PC set up per new 
Smartcard user has 

been done

Install Gemplus 
Software on 
PCs if not 
present

Install JRE to 
replace Jinitiator 

on PCs if not 
present

Install card 
reader / card 

reader keyboard 
on PCs if not 

present

Inform RA / HR 
when complete

Issue 
Smartcards to  

ESR users 
without one
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S11.3S11.2S11.1
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S10.5

S10.3S10.2S10.1
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S9

Inform NHS ESR 
data team of 
completion of 

cleansing

Errors within 
tolerance?

Yes

f

Do they have a 
SUD entry? 

No
No

Yes

No – request NHS ESR data team to match & load
Yes

S10.4

S10.6

Manually link 
SUD entries to 
ESR record?

Using ESR link 
SUD entries to 
ESR employee 

record

Yes

Go to, 
Page 2

S15

a

h

f. Agreement between NHS Data Team and Trust RA / Systems Admin that manual migration of errors is within acceptable limits
g. Must be done via an NHS.net account for security so this must be set up in advance by NHS organisations
h. Prior to Phase 2 done manually by entering UUID against each employee record, after Phase 2 using interface to select & link SUD entry

Further cleanse 
cycle needed?

No

Yes
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Manually
Key UUIDs or 
agree date for 

auto load 
S1

a

S1S8.1

Add NACS code to 
appropriate level 
organisation in 
WorkstructuresS3

If Shared Service 
define & add 
external staff  S4S2

Pass empl list 
to RA Agent, 

IT & Data 
Team

S5

Contact data team 
esr.smartcard@nhs.

net & agree data 
load slot S1.1

If data load requested

Provide authority to 
extract data to NHS 

ESR data team 
(RA) S1.2



a. Must be done via an NHS.net account for security so this must be set up in advance by NHS organisations
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End

Footnotes

Produce report of 
items that failed to 

load

Deliver 
reports to 
NHS Org 
HR/RA

E
SR

 U
se

rs

From 
Page 1

Manual correction of 
data that failed to load 
on ESR and SUD by 

Systems Admin and RA 
Agent

Provide training on 
Smartcard usage to 

new users (if not 
already done so as 

part of RA procedures)

Initial login via 
Smartcard disables 

traditional login 
method to ESR

Inform 
users 

Smartcard 
access is 
enabled

Before Phase II 
software drop?

Manually maintain 
UUIDs and e-Gif 
level flag on ESR

ESR interface software 
(RPP Phase 2) 

deployed, locks down 
UUID field

Yes
Maintain UUIDs and 

employee link to SUD 
entries by means of 

SUD lookup.

After

End

S21

S20

S18

S19

S17

a

Perform data load of 
SUD data into ESR for 

all matching ESR 
users at e-Gif 3

S14

Agree readiness to 
proceed with data load 

NHS ESR Data Team & 
Trust

S13 S16

Manual Load
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Confirm all 
plan tasks 
completed 

S12

Interface activated by 
McKesson  following 
completion of pre-

requisite checklist & 
raising of an SR S23S22


